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Vitali Tsygichko

Cyber Weapons as a new means of combat. 

The information society develops global balance of power depends on the ability to introduce highly-efficient information systems and technologies in economic, military, technological, and cultural spheres.

The 20st century is known as a period of dramatic changes concerning scientific and technological development. The multiplying effect of inventions in the area of information and communication becomes more and more obvious. 
Emergence of the global cyberspace is one of the major factors in the development of modern civilization, for it encourages:

· further scientific, technological, economic, social and cultural development, benefiting from increasing amount and speed of information exchange regardless of distances, possibility to disseminate new ideas and knowledge, including scientific and technological achievements;

· development of new social concept based on recognition of unity and variety of the world and understanding of commonality of global problems;

· global integration;

· creation of conditions for development and introduction of new methods to enhance national security;

· progress in political, economic, production management and military command and control.

Country’s role in world affairs in globalization era is determined by the level of transport, information and technological infrastructure. They all depend on ICT which attract investments and speed up economic and social development. 
Post-Cold War global politics is quite contradictory. On the one hand, technological and economic interdependence grow, partly thanks to global cyberspace. Information sphere becomes an important factor for stable functioning and further development of the society. Mankind has reached the qualitative threshold of the Information Society. It seems to be a new stage of social development, when information and knowledge make the object of work and information technologies serve as a tool. This enables people to fulfill their potential and realize their aspirations. New economic, cultural and social standards will be formed depending on the level of informatization and the degree of integration in global community. In 2000 G-8 summit adopted the Okinawa Charter on Global Information Society stating the principles of 0international cooperation in this area. They renewed their ‘commitment to the principle of inclusion: everyone, everywhere should be enabled to participate in and no one should be excluded from the benefits of the global information society.

Unfortunately it is very difficult to realize these principles now. We can see that inter-state contradictions, source of international instability and conflict exist and even aggravate in some Third World countries. Ways and methods of inter-state confrontation are being transformed under the influence of new ICT. 

Informatization results in a number of negative consequences, such as increasing polarization of the world, growing gap between the rich and the poor, technologically backward and advanced states. There are more pariah states and collapsed states. All this leads to instability and conflicts that may expand to the global scale. Military might of technological advanced states is sharply being enhanced, changing global and regional balance of power. States that lag behind may seriously be concerned and even irritated by this progress; hence, the animosity will lead to the emergence of new hotbeds of confrontation.
In other words, informatization does not only promote global development, but also poses new threats to national, regional and world security. 


Information Communication Technology (ICT) cause dramatic changes in military sphere. They enhance combat capabilities of traditional arms and materiel, intelligence and communication. New generation arms have more accuracy, range, and power. ICT facilitate the processing of large amounts of data. All this enable the Army to assume new methods of command and control of personnel and military equipment at strategic and tactical levels. ICT enhance capabilities of electronic warfare means and serve as a basis for cyber weapons. This leads not only to changing forms and methods of conducting operations, but transforms entire traditional paradigm of warfare, including the mechanism of armed conflict escalation. Some experts presume that even selective use of cyber weapons against military and civilian information infrastructure may help to win in the conflict at the early stage, before the large-scale hostilities. Ownership of such weapons increases the superiority of haves over have nots. In the near future information and psychological factors may become more crucial than nuclear ones. Information weapons, like nuclear arms, may serve to exert political pressure and to deter  the aggression.

Development of cyber weapons and preparations for cyber warfare generally coincide with the vision of developed world concerning the objectives, terms, forms, and consequences of the use of force.


Strong civil society executing public control over the state has promoted a new system of values, whose core is human life, rights and security. Civil society become stronger (and this process seems irreversible) in many parts of the world. It cannot stand military solutions to contradictions and huge casualties, if only it is not a matter of national emergency and survival of the nation and the state. Developments of the recent decade indicate that the level of acceptable casualties for democratic countries is dozens, or even a few lives. This is the most significant factor making the state refrain from the use of force.
However this situation can change under influence of new global threat of terrorism. Tragical events on September, 11 have forced  new  look at the problem of human losses in struggle against terrorism. People in America and Europe began to understand, that this struggle will demand the certain victims. Losses of allies in Afghanistan any more do not cause indignation of the public as it is a necessary payment for security of their countries.

Globalization, including growing convergence of economic and political interests of developed democratic countries, rules out the possibility of armed conflict among them. Their common interests demand for reliable security of each member of the club and for the concerted possible solutions to urgent international problems, sometimes with the use of force. This task is often carried out by military alliances of these nations and decisions are taken by consensus, taking into account strong public opinion. This limits their opportunity to conduct combat operations, if their security is not directly affected. Major solutions to global issues nowadays are international economic and political sanctions and the use of force in case of extraordinary events and only with low casualties. Under these conditions, cyber weapons may become an efficient combat means to act in conflict situations without employing traditional arms.

Meanwhile, industrial, military and information infrastructure of developed nations becomes more and more vulnerable. Their distruction or malfunctioning may result in enormous technogenous and economic disasters, for major facilities are managed with the use of ICT. 

Events on September, 11 have shown as destruction only two public buildings has strongly affected on a national economy. Heavier consequences for a national economy and national security can be under  violate  of normal work or destruction of crucial elements of an information infrastructure.  Therefore protection of an information infrastructure of the country becomes today one of the basic priorities of maintenance of national security.

 All this determines the scale and terms of use of force by developed nations and probable types of acceptable conflicts. For instance, one can rule out the possibility of nuclear warfare, for the level of unacceptable damage for the USA in nuclear war is when a low-yield warhead hits any large city. It would be difficult to wage a large-scale non-nuclear war, if the enemy is capable of resisting the aggressor and inflict large casualties. Nowadays there are no political or economic reasons for the West to start the war that may threaten its economic thriving and prosperous and safe life of population in Western countries.


In other words, preventive use of military force by developed nations is possible only if they have overwhelming military and technological superiority over the enemy, whereas cyber weapons become more and more attractive combat means.

Unfortunately nonetheless, development, production, proliferation and use of information weapons are not regulated by the international law. Three UN General Assembly resolutions sponsored by Russia in 1998-2000 drew public attention to the problem of information security, but did not lead to any specific steps, such as adopting the international document to stop arms race in information area. Other large international forums, such as G-8, OSCE, Shanghai Organization for Cooperation, stated the danger, but refrained from any specific responses to new challenge. In other words, political and intellectual elite has not yet realized the menace of cyber warfare. There is no recognized terminology, detailed classification of information threats, their consequences have not been assessed, the international community lacks guidelines for classification and identification of different types of information weapons.

Now let me  go to main subject of my lecture - Information Weapons. Today I would like to state  my own view on classification of the information weapon.

Classification of Cyber Weapons

At present, there is neither established classification of cyber weapons, nor clear definition of this term. The key concept for defining the subject area of information security is the one of “informational weapons”. Yet, despite an  intensive research into the problem conducted in various countries, no uniform concept has been developed thus far, Russia included. We believe that the definition and classification of IW should be based on a functional approach, i.e. with regard to the forms, ways and consequences of its utilization. Key to the suggested approach is the concept of "information war" for this form of armed confrontation suggests the use of the entire variety of IW. In all other areas of IW potential application (informational confrontation, informational terrorism, and informational crime) only individual types of IW can be used.

The definition of "information war" concept sparked heated debates. The majority of analysts believe, however, that since the concept of “war” is clearly defined in international legal documents as an open armed struggle between states or groups thereof, hence "information war" is a part of combat operations along with traditional forms thereof. In outlining a wide range of issues linked to concepts of combat operations in “information age”, international security experts and the military more and more frequently use the term "information war". The new concepts of warfare are closely linked to the fact that a rapid evolution of cyberspace, i.e. the global information infrastructure on national and international levels can not only open up extra opportunities for upgrading weaponry and military equipment, but also give rise to new problems of warring parties’ vulnerability. More vulnerable at present is the warring party, which has less information on the battlefield, is slower in data processing and decision making. While an essential shortage of tactical information could, in past wars, be offset by putting in additional forces, then now informational superiority does, in effect, unambiguously determine the outcome of modern transient military conflict. Hence, information warfare can be defined as actions taken for securing information superiority by damaging information, information-based processes, and information systems of the enemy along with protecting one’s own information, information-based processes, and information systems.
The results of informational weapons application manifest themselves in a destructive impact on civilian and military information infrastructure of the enemy and in disorganization of political and military control systems, in damaging or disturbing information systems, obtaining or distorting data contained in them, as well as in a purposeful dissemination of beneficial information.

Proceeding from the above definition, it would be logical to refer to the non-traditional means of armed struggle, helping to effectively achieve  the information war objectives, as to informational weapons. The latter should assist in gaining informational superiority, preventing heavy fire strikes and orienting at high-precision, selective and possibly maximum latent non-lethal ways of action. Naturally, these attributes of IW identification are rather general and can, with time, be specified and expanded. Yet, they are conducive to a primary IW classification useful for further research in this area.


In accordance with their purposes, cyber weapons are divided into offensive and defensive. Defensive cyber weapons are systems of multi-layer computer security and various systems for active resistance to enemy cyber weapons. Offensive arms are designated for destroying critical elements that support decision-making. The organization of decision-making contains the points and bodies for command and control, the system of automation of control, communication, specialized systems for collection and processing of intelligence data, sensors. The efficiency of such territorially distributed system may be diminished by affecting its structure or its resources: hardware, software, information, communication, or personnel.

All types of IW, falling under the suggested identification attributes, can be classified by objects and means of influence. IW can be classified into:

· Means for highly accurate spotting of electromagnetic equipment and its destruction by way of rapid identification of separate components of control, recognition, guidance and fire information systems.

· Means for hitting components of electronic equipment and power supply thereof with a view to putting individual components of electronic systems out of action for short-term or irreversibly.

· Means of affecting software of electronic control modules for putting the latter out of action or for altering the functioning algorithm thereof with special software.

· Means for affecting data transmission process with a view to terminating or disorganizing operations of data exchange subsystems by affecting signal propagation environments and functioning algorithms.

· Propaganda and disinformation facilities for modifying control system data, creating virtual picture of the situation different from real one, changing human value system, damaging morale of the adversary’s population.

It would be wrong to say that this classification encompasses all possible types of informational weapons, which can emerge in future. However, it fully covers all of the known current developments.

The informational weapons of each type can, in its turn, be classified by a number of attributes:

· Single- and multimission or universal.

· Short- and long-range of operation.

· Individual, group and mass destruction.

· Type of carrier.

· Destruction effect.

Informational weapons can be divided into two categories: information technology based weapons and weapons having energy or chemical effect. Examples of informational weapons based on energy action are given below:

· High precision homing ammunition, cruise missiles or strike unmanned flying vehicles.

· Facilities for power electronic suppression, superpower ultra-high frequency generators, facilities for power action via electrical networks.

· Ground and airborne electronic struggle facilities, disposable jamming transmitters.

· Special oscillators affecting human psyche.

The following means are examples of informational weapons based on chemical effect: ammunition filled out with gases, aerosols or biological cultures destroying components of electronic facilities.

Most promising is utilization of information technologies as information weaponry. Information technologies are an integral component of high-precision ammunitions as they are guided by systems of position finding and reconnaissance by visual, electronic and other give-away factors. It would therefore be reasonable to treat these functional subsystems as informational  weapons too. This is why these sub-systems should be regarded as cyber weapons as well.

This division into types is quite relative, for cyber weapons will be employed in complex in real hostilities and are being developed as a semi-automated set of different means requiring specially trained personnel. 

Destruction of communication means requires highly accurate guidance involving radio and radio-technical intelligence.

To enhance the range and accuracy of targeting, multi-position land-based and air-based positioning systems are being developed. These systems should locate the electronic systems with accuracy sufficient to target high-precision weapons. Later the position of these targets may be specified with the help of visual, radar and other decamouflaging characteristics. High-precision weapons employed against communication systems may be guided by their emanation, by high-frequency emanations and correspondent thermal radiation. New cyber weapons (non-nuclear generators for electromagnetic pulse, bombs with current-conductive fiber, etc.) are being designed to destroy computers and power systems.

The use of advanced electronic warfare systems faces some difficulties pertaining to identification of the sources of radiation within the radar range. This is accounted for by differences in the design and use of radars and the fact that modern radars can change the characteristics of emanation in the process of work. Analysts pay special attention to the emergence of radars with permanent frequency modulation and poor decamouflaging characteristics.

In the foreseeable future, the disposable transmitters for suppressing electronic systems will presumably be further modified, e.g. by equipping them with intelligence components and artificial intellect devices for independent detection and identification of targets, target selection and optimal suppression, guidance of the jamming transmitter, control over the efficiency of suppression, tracking the target by frequency and modulation parameters. The efficiency of such systems may also grow, thanks to increasing accuracy of their delivery to the target and duration of their work.

Qualitatively new electronic warfare systems are being developed to suppress or disrupt the work of electronic chips by providing jamming with non-linear effects and parasite receiving channels. Such systems are characterized with the power of the jamming signal, which is several times higher than regular and useful; these devices can be referred to both as electronic warfare systems and high-frequency weapons.


Quite promising means of electronic suppression are explosive magnetic generators. Their major advantage is the possibility to deliver them directly to the location of the potential target. One of the ways to generate powerful high-frequency pulses is the use of electron accelerators, which enable to obtain a powerful direct high-frequency emanation in the process of interaction of the beam of relativist electrons and plasma.

Superpower high-frequency generators may be used at unmanned aircraft to interdict the work of enemy air defense and command and control systems. Presumably, during one flight an unmanned aircraft with a generator may produce up to 100,000 pulses. Taking into account that each target will require about 1,000 pulses, one flight may be lethal for 100 targets.

Research is conducted to study the possible use of generators in close combat. Some experts argue that they may also be used to neutralize nuclear weapons. Samples of high-frequency generators have the weight of 20 kg and 1-GW pulse. If the generator weighs 200 kg, it may provide for 20-GW pulse then. The most convenient carrier would be the unmanned aircraft.


Wide use of computers and territorially distributed networks makes command and control systems be lucrative targets, vulnerable to practically all aforementioned types of weapons. Computers, however, are more resistant to electromagnetic emanation, for they lack the assemblies for receiving the pulse.

The use of different gases, aerosols and biological cultures for destruction of electronic components has widely been discussed in the foreign press. Theoretical examples were given, but there is no evidence of practical results of research in this area.

The possibility of developing and use of cyber weapons on the basis of program code is not doubted nowadays. The cases of their employment are known. According to Russian experts, every year information resources are attacked about 250,000 times by anonymous users. It is assumed that only 1% of all attacks is registered. However, one has to note that our experts do not specify what kind of impacts they regard as attacks.

Cyber weapons using program code may hit the target in the following manner:

· self-dissemination of virus-like modules; the most advanced viruses use algorithms to penetrate the security system and are spread in the computer networks by themselves (the so called worms);

· by transferring along with some other widely used software, whose launch leads to functioning of cyber weapons (software viruses);

· by various means of long-term information storage, including re-programmed chips (labeling the memory);

· Trojan horses;

· remote introduction of program code through dataports.

Now I shall short list only basic consequences of application of this information weapon.

Such cyber weapons may:

· disrupt the work of electronic equipment by provoking the resonance of heads of hard disk or by burning the devices for visual reflection;

· delete records during over-recording;

· switching off the protection of power supply systems or causing their malfunctioning;

· conceal the sources of data receiving;

· destroy all software of the information system at certain time or before certain event;

· hidden partial change in the algorithm of software functioning;

· collection of data circulating in the enemy information system;

· delivery and insertion of certain algorithms in specific place in the information system;

· impact on data transfer protocols;

· impact on algorithms of routing and addressing in communication and data transfer systems;

· interception and interdiction of information flow in technical channels;

· blockade of the system;

· imitation of voices of operators responsible for the control systems and creation of virtual video images of certain people with their voice;

· modification of information stored in the databases of the enemy information system; insertion of false information in such databases;

· deception of security systems;

· modification of the data by positioning systems, meteorological systems, exact time systems, etc.;

· negative impact on a human being with special video, graphic and TV information;

· development and modification of virtual reality that suppresses the will and causes fear.

This list of threats we could continue.
In summary  we have considered only basic existing and perspective types of the information weapon and its possible classification.
The above informational weapons classification is far from being universal and complete. We hope, however, that it can serve as a basis for international negotiations on information security problems. We believe also that our suggestions may trigger wide discussions of the problem. It is quite possible that, following the future joint activities, the above classification could be expanded, modified or replaced with some other set of attributes and terms of IW identification, reflecting the common approach of scientific community to the problem.

The development of the information weapon goes very quickly. Each year there are new types of the information weapon. The area of its application extends and its influence on the forms and ways of conducting war amplifies. 

Cyber weapons and how they transform the entire traditional paradigm of warfare

The use of ICT changes not only the combat means, but the strategy and tactics of modern warfare. New concepts of warfare in the information age have emerged and they take into account new factors of vulnerability of the parties. If in the past one could compensate for the lack of tactical information with the use of additional force. Nowadays information superiority predetermines the outcome of the modern short-term armed conflict.

The efficiency of the modern arms depends on the capabilities of computer control and communication systems. There is a wide range of methods and devices to influence these systems by disrupting the work of certain elements, key operators or by manipulating with information. The conflict may not even transform into armed struggle and may finish after the stage of information struggle, when one of the parties realizes that it may no longer rely on efficient use of its arms. Anyway, the party that has better knowledge of tactics and strategy of warfare in the cyberspace will have significant advantages.


Cyber weapons include different types of arms: high-precision systems to destroy command and control structures and some electronic means; electronic warfare systems; sources of powerful electromagnetic pulse; software viruses, etc. The criterion for defining certain systems as cyber weapons is the possibility of their employment in cyber warfare missions. 

Offensive with the use of cyber weapons may be conducted independently or in interaction with traditional offensive, before them or supporting them. Any cyber attack is aimed at ensuring information superiority in the course of the conflict by affecting the data collection, processing and storage systems, as well as by influencing the personnel responsible for decision-making and maintenance of equipment. According to   modern researches, a substantial threat is the expanding access of some nations to space intelligence (digital maps) with the resolution of five meters and less. Such resolution enables the party to identify key elements of the enemy infrastructure and target cruise and ballistic missiles at them, especially employing global positioning system (GPS).


The high-speed transmission of a large amount of information becomes the most crucial task in the process of developing advanced command and control systems. The solution to the problem are space communications and wide use of fiber-optic lines. At the same time, these components of information infrastructure become the most vulnerable to cyber attacks. Concentration of resources within the limited number of infrastructure units results in vulnerability of entire system, if appropriate offensive means are available. However, even destruction of the large number of elements of information infrastructure may reduce the efficiency of information processes only for a short period of time. Deliberate accomplishment of such missions is a priority task, when cyber weapons are used to perform an offensive and to secure domination over the enemy.

Analysts define four factors facilitating the use of cyber weapons. They determine key directions of research concerning the combat use of cyber weapons.

Freedom of access to information systems. Development of information networks leads to the emergence of new challenges on the part of cyber weapons. A competent swindler has a potential opportunity to gain immediate access to a wide range of national strategic targets making the global information infrastructure. Today, inter-connected computer networks may become a victim of many threats initiated by skilled individuals, non-governmental structures (such as international crime groups) and states possessing well-trained personnel for combat operation in cyberspace.

Transparency of state boundaries. One of the most significant particularities of global information infrastructure (and national infrastructures) is the elimination of traditional borders. The growing interdependence of national and global systems inevitably undermines national sovereignty. One of the most serious aspects of such transparency of borders is the lack of distinction between internal and external threats and vanishing difference among various forms of action against the state – from regular crime to military operations. Without clear distinction into external and internal threats, it is difficult to identify traditional espionage, crime, or war.


Some countries that lack sufficient military and economic power may try to profit from this situation and attack the enemy infrastructure through the cyberspace by using individuals or international criminal community. It is practically impossible to identify the organizer of such strategic criminal operations, i.e. the person who has given the order. As a result, a victim of cyber attack cannot understand what is going on and what actions should be taken in response.

Perception management. As a result of development of information systems, diminishing costs of access to the information and undermining of national sovereignty, there are expanding opportunities for manipulations with information that enable to shape the perception. For instance, the Internet may be used for dissemination of propagandistic materials from different sources. Political groups may use the Internet to mobilize political support.


It is quite possible that facts describing certain event may be distorted with the help of text, graphics and video techniques. This will enable a broad range of individuals and groups concerned to affect public perception and organize large propagandistic campaigns in order to undermine people’s trust in the government. Such campaigns cause serious problems not only for the government, but for the mass media, which are supposed to disseminate objective information. The direct consequence of such use of cyber weapons is deception of the leadership and the society.

The lack of intelligence data. In the conditions of transparent borders and free access to information, the intelligence service face serious problems in providing the government with reliable and timely strategic information concerning current and prospective threats of cyber warfare. It becomes more difficult to identify the objects for intelligence. The classical geo-strategic approach (focusing on specific state – a source of threat) is now nearly obsolete. The targets for intelligence are transnational non-governmental and criminal organizations and non-state actors. The significance of information challenge will depend on the assessment of capabilities and intentions of potential enemies in the cyberspace and vulnerability of targets.


To identify the capabilities of the enemy employing cyber weapons, one should learn to resist dynamic development of telecommunication systems used by hardware and software, as well as by protection means (e.g. encoding devices). 
The future national information infrastructure will include the set of different components of technologically and economically developed society. Such components may be:

· general purpose commutation systems;

· control systems for oil and gas pipelines;

· electric power supply grids;

· transport systems;

· systems for maintaining federal reserves;

· different systems to support bank transactions;

· healthcare;

Some of these factors have been studied, some are yet to be explored. It would be extremely difficult for the intelligence community to develop and control the fixed list of potential threats. As a result, the country may not even learn who the enemy will be, what his intentions and capabilities are in the area of cyber weapons.

It is even more difficult to prevent the attack and evaluate the damage due to the difficulties in conducting intelligence, time deficit in case of crisis, etc. One cannot rule out that assessments prepared by law-enforcement and intelligence community with respect to certain situation may substantially contradict each other.


The offender using cyber weapons is capable of conducting swift strategic operations and return to certain locations in cyberspace. At the same time, the growing complexity of communication, database management and operational systems lead to the situations when some developments similar to cyber warfare may, in fact, be the result of unfavorable coincidence or errors in design. One cannot rule out the possibility of strategic offensive after several years of clandestine preparations. When required bugs and devices are installed, they may ruin the entire system, when necessary. Such activities may often be wrongly diagnosed. The country, hence, may be completely unaware of the cyber attack, its initiator, and methods.


It will be quite difficult then to form and maintain coalitions of states for joint actions, due to the effect of cyber weapons. First of all, the members of the coalition will face a complicated issue of providing credible strategic intelligence, tactical warning and damage assessment. If cyber weapons are employed, the durability of the coalition may be tested, for the allies will find themselves in the information fog. There also may emerge some problems pertaining to the implementation of coalition plans if one of the partners feels himself less secure from cyber attacks.


Secondly, many countries remain quite vulnerable, as far as their economy is concerned. Key economic sectors may be attacked by the enemy to undermine the unity of the coalition. Systems acquired abroad for quick installation are particularly fragile and vulnerable to such attacks. Interdependence of partners within the coalition will make them change their national security strategies, so that technologically advanced states may render assistance to cyber-under-developed nations.


The use of cyber weapons leads to high uncertainty pertaining to identification of the attack, identification of the enemy and evaluation of the damage. Even if the limited cyber attack is detected, this may result in an assumption that it makes a part of the large cyber offensive. Such conclusion may be followed by limited or massed use of nuclear weapons.

General principles concerning the use of cyber weapons are the following:

· primary targets for cyber weapons are systems of control, communication and enemy decision-making bodies;

· the priority targets for suppression or destruction are enemy information and intelligence means, which should be neutralized before the beginning of large-scale combat operations;

· intelligence data should be delivered directly to users in the field, not through the chain of command;

· all available means should be employed to destroy the information infrastructure; one has to outdo the enemy in cyber battles;

· efforts concerning organization and use of information weapons should be large-scale and comprehensive, but should not be under political control at the operational level, for the decision-makers should only take a principal decision on the operation.

Nowadays the most detailed concept of cyber weapons employment is the US plan of fighting against command and control systems. It was laid down in the early 1990s and provided for the set of deliberate combat tasks to disorganize, suppress and destroy the enemy command and control structures. High effectiveness of such strategy has repeatedly been demonstrated in local conflicts, during the military exercise and modeling. According to the US analysts, disorganization of the command and control system reduces the enemy combat potential by 50% and more, providing for US superiority in conflict.


The impact on communication systems is as follows:

· destruction with conventional munitions guided by radio and radio-technical intelligence means;

· destruction with high-precision weapons guided by radio and radio-technical intelligence means with further targeting by other means and partial self-guidance at the last stage of the flight;

· destruction with new generation high-precision weapons guided by radio and radio-technical intelligence means to the area of the target with further self-search for the target and self-targeting at the most vulnerable elements of the target;

· radar jamming of communication means;

· generating imitating jamming impeding connection, synchronization in data transfer channels, initiating functions of repeated queries and duplication of messages;

· electronic suppression with the help of powerful electromagnetic emanation producing jamming by parasitic receiving channels;

· destruction of electronic components with high-level electromagnetic and ionizing radiation;

· spoiling the medium for dissemination of radio waves (e.g. modification of ionosphere and disruption of short-wave radio communication).

The combat use of cyber weapons based on program codes depends on two factors:

· external impact on the system through the devices connecting it to another system with facilitated access for the enemy;

· internal impact on the system by its administrators.

It is presumed that in case of real conflict the most critical elements of the state and military infrastructure may be isolated from accessible information systems. Besides, the United States works at the possibility of isolating its systems from the information systems of the allies. However, if multinational units are deployed the prospects for the use of IT to conduct cyber offensive are increasing.


The sue of IT in cyber offensive is highly efficient in case of internal impact on the system. Depending on the level of responsibility of the agent, the outcome of such impact may be total disruption of its functioning for a long period of time. Such activities may involve either recruited personnel, or earlier installed software and viruses initializing at certain moment and in certain situation.


The efficiency of the use of cyber weapons is also closely connected with the issue of complex intelligence and counter-intelligence support. Intelligence support should include:

· development of databases and collection of detailed information on the situation in the potential conflict zones;

· discovery of key elements in the enemy control systems, communication and receiving centers. This analysis should become a basis for the general list of facilities containing detailed description of major targets and time parameters for the work of certain elements of the control system. It is extremely important to know the procedure of functioning of the enemy control and communication systems during peace and war, organization of signal units, their activities and mobilization deployment plans. Such data should be detailed and provide for efficient use of high-precision weapons and electronic warfare means;

· assessment of capabilities and weak points of the potential targets in the system of control and communication. This information will help to identify the elements, whose early destruction will facilitate the accomplishment of combat missions;

· identification of key political and military figures of the enemy. Work with formal and unofficial power structures. Collection of biographical data and psychological characteristics of the leaders to ensure that they are affected with psychological warfare means;

· analysis of the enemy capabilities to influence control and communication systems. Collection of precise information and classification of all sources of radio emanation in the entire band of electromagnetic spectrum;

· provision of timely and credible information on the possibility of sudden attack. Timely informing officials on the current situation, opportunities and probable actions of the enemy.

Information  weapons  are not a virtual reality today. Already there is a wide experience of application of the information weapon in the local conflicts of last time. It is enough to mention operation " Storm in desert ", operation in Bosnia, events in Коsovo, electronic war between Pekin and Таybey. This list can be continued. In many countries and first of all in USA and China not only are developed the various types of the information weapons and undertake them on arms. There are actively developed the theory, strategy and tactics of information warfare. The information operations become the integral part of planning for   strategic and tactical hostilities. In USA and China the charters and manuals on conducting information war are already entered into action. The special divisions for conducting information wars are entered in armies. Military and civil educational institutions prepare the experts in the field of information warfare.  The exercises for  conducting information operations will annually be carried out.

 In other words, the information wars became a reality and  many countries actively prepare for them. 
Certainly, it could serve as an illusion of some sort to lay obstacles to scientific and technical progress, including that in the field of defence. Still, the world community has already accumulated a substantial experience in struggle with various types of weapons of mass destruction  in order to realise the future menace on the part of spread of information weapons and to take the necessary measures of international character, placing this process under strict national and international control. In this connection there appear an evident necessity in international legal regulation of world processes of civil and defence informatisation, development of an agreed platform for the problem of information security.
The appear  of information weapons sets the task of information security in one row with such global problems as spread of nuclear, chemical and bacteriological weapons, international terrorism, dissemination of narcotics and others. All these problems are combined by their global character and impossibility to solve them within the framework of one or several countries.

According to a wide range of consequences of military employment, information weapons may be fully referred to a new type of weapons of mass destruction with all realities and problems that resulted from this fact. First of all we should point out vulnerability of all countries to the action of information weapons. 




